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1 Introduction 
1.1. Foreword 

The REETS project organized a workshop in order to create a table of discussion among manufacturers, 
notified bodies, and the REETS project, with the participation of the European Commission. The topics of the 
discussion did not cover the whole REETS project, but were related to specific issues the project has identified 
in its Work Packages 2 (on certification) and 4 (back-office interfaces), where input from stakeholders was 
deemed as needed. The workshop was held at European Commission’s premises on the 11th of February 2014. 
In the meeting, the reasons behind the REETS project, its aims, and its current status were presented. The 
analysis phase that REETS is presently carrying on is essential for spotting uncertainties and grey areas that 
may obstacle the deployment of EETS, but also to possibly make the business model more alluring for Service 
Providers, and to facilitate contracts negotiation with Toll Chargers. This document is a report of the 
workshop’s discussion and findings. 

1.2. Questions 
To speed up and organize the discussion, two sets of questions were distributed to invited organisations prior 
the meeting, one originated in REETS WP2, one in REETS WP4.  
The WP2 questions were the following: 

1. Do you consider the current set of technical documents/standards/specification sufficient in order to 
proceed to the issuing of the Declaration of Conformity of a EETS OBE as specified by the Decision 
2009/750, for EETS Providers Registration purposes? If not, what is missing? 

2. Is it needed, or would it be helpful or advisable, to have a common format throughout Europe for the 
Declaration of Conformity referred to by the Annex IV of the Decision 2009/750? 

3. How does the manufacturer select the specifications that are appropriate to demonstrate the compliance 
of the interoperability constituent?  

4. Does a manufacturer require an exhaustive list of specifications by the responsible authority or would it 
be sufficient that EFC specific specifications are provided? 

5. Does the manufacturers require to get corresponding test specifications or is it possible that 
manufacturers also develop proper test specifications on their own? 

6. Which changes of the interoperability constituent (e.g. software updates) would require a (partial) re-
certification? 

7. The EETS Decision foresees in Annex IV 2 that the suitability for use procedure can be started by a 
manufacturer also. This would eventually mean the availability on the market of "ready to use" OBEs 
that could directly enter the end-to-end suitability for use process, without the need of further 
conformity checks in Toll Domains. Is this a realistic scenario or would such interoperability of service 
testing only be executed under the responsibility of an EETS Provider, potentially with support of 
manufacturers? 

The WP4 questions were the following: 
1. What is your thought on how to check conformity to the standard ISO 12855? 

2. How will you relate your implementation towards the possible development of standardized test cases 
for ISO 12855? 

3. Do you think it feasible to implement a flexible ISO 12855 platform, which gives the possibility of 
using/not using ISO 12855 processes and related ADUs? 

4. Which criteria could be used in order to identify different layers of security, with the identification of a 
possible “minimum” set in order to identify a policy for the REETS? 

5. Which is your position about the Back Office certification phase? How to proceed? How to possibly 
limit costs? 

6. Could ISO 12855 certification be possible for a partial implementation of the standard? 
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2 Workshop discussion and findings 
2.1 Generalities 
REETS WP2 and WP4 leaders, based on the questions listed above, led the discussion. However, many topics 
were recurrently raised, even from different viewpoints. The following clauses summarise the discussion and 
related findings by main themes. 

2.2 Differences among Toll Domains 
One of the main conclusions of the discussion is that the standardization framework defined in the Decision 
2009/750/EC is not completely defined, and there is a need of further requirements. Different specific 
requirements in different toll domains are a reality and there are some EETS Toll Domain specifications that 
are not publicly available, or are they only available in national language as part of the negotiation process (i.e. 
after a Service Provider has requested accreditation in a given EETS Toll Domain). This is the situation, for 
instance, in a part of the French network and in Italy, where the phase between certification and suitability for 
use are to be performed by the manufacturers. However, being technically compliant with a given standard does 
not imply to be compatible in a given toll domain. Also, there was no agreement in WP2 to standardize these 
requirements among all toll domains. So, one outcome from the meeting might be that all Toll Domain specific 
requirements be publically available. 
Harmonizing all EETS Domain statements may be a difficult task. For the EETS Domain Statements, Toll 
Chargers are directly responsible. The REETS Project is evaluating proposals for handling toll domain specific 
requirements that could be incorporated in EETS domain statements. The REETS project is not going to deliver 
input to the EETS Domain Statements but might come up with information about the toll domain depending 
requirements, which could be sensible to be publicly available.  
In addition, a point was raised that some standards that should be implemented in all environments (see EN 
15509) are not currently implemented, even though they are mandatory in the Decision. Manufacturers would 
prefer to have a clear set of requirements, to allow legally enforceable registration in EETS Domains. This 
complete set of requirements and required standards should be published and maintained by an independent 
authority. In general, the need has been evidenced of a list of normative standards for Toll Chargers and for 
EETS Providers, related to the Business Processes for enforcement, data exchange, back-office, and security. 
Besides that, commonly agreed procedures are also needed. That, according to the Commission, must be dealt 
within the standards arena, where new profiles should come up and used. 
It was remembered that the ISO 12855, although being a European standard, is not included in the Decision 
among the mandatory standards. So, as its use is mandatory only if it is recognized into National legislations, 
currently there is no obligation to do so, because it is not made mandatory by the European legislation. In the 
REETS WP4 the analysis performed resulted in that almost all toll domains make use of 12855, even with 
variants. WP4 is trying to incorporate differences in requirements by contributing to the development of the 
standard profile currently carried on within CEN. As a conclusion, the next to come ISO 12855 profile should 
be made mandatory. 
2.3 Certification 
The REETS WP2 had lengthy discussions about the terms certification, interoperability constituent, and 
suitability for use. The latter has been dropped within Work Package 2 in favour of technical accreditation, as 
this is more accurate and represents a clearer distinction with respect to the term compliance that is referred to 
in the Decision.  
The term technical requirements for registration has been defined to address the technical specifications that an 
EETS provider has to meet in order to be registered as such. Also, the term technical accreditation was defined 
to mean which requirements does an EETS provider have to meet in order to be technically interoperable in a 
given toll domain, so including also toll domain’s specific requirements.  
This vision has been exposed to the workshop participants that pointed out how a two-stage certification is 
clearly defined in the Annex IV of the Decision: 

i. Conformance 
ii. Suitability for use.  
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In the discussion, it was made it clear that conformance to specifications and suitability for use are not business 
processes, rather means to achieve them. The business processes of interest are the registration as EETS 
Provider (conceived by all with a unique meaning) and the technical approval or accreditation, the latter 
including not just technical but also legal and financial aspects for Service provider(s) to be approved in a given 
toll domain. Suitability for use is more than that, as it includes end-to-end compliance. 
Changing the current registration process as defined in the Decision to include checking of all toll domain 
requirements would imply a lot more effort, and Member States could not do this. It was remembered that in 
the case of EETS, certification is based on a Decision, so it is a legal matter. Also, certified equipment in any 
European Country is valid in all European Countries, so, once an interoperability constituent is certified in one 
Country, there should be no need to repeat the certification. In terms of what shall have to be certified, it was 
made it clear that all those constituents that ensure interoperability are to be certified according to the Decision, 
and that, besides OBEs, includes RSEs and back office interfaces. 
According to the experience of equipment makers, a new certification is needed in all countries for the same 
equipment. And, within the REETS, not all Toll Chargers implement the same set of standards. So the question 
is whether a TSP can check conformity of its interoperability constituents before going to a TC for acceptance, 
or whether this phase can only be performed via repeated suitability for use procedures in all Toll Domains. In 
this extent, the REETS could devise a way to eliminate or at least reduce differences in standards 
implementations. One step forward would be to make public all toll domain specific requirements. 
A discussion about self-certification and re-certification was raised. Self-certification is acceptable for the part 
related to conformity to specification, but conformity is only one part of the whole process. For a correct 
maintenance of certifications, any change occurred in an interoperability constituent may have implications on 
interoperability. A protocol has to be set up and maintained in order to avoid critical situations, and this 
approach is strongly suggested. As far as safety regulations are concerned, everything is clearly regulated. This 
is not the case for the functional part, which has legal and commercial (liability) implications. At the end of the 
day, the one which is making changes is liable of all damages occurred by the change, therefore a risk 
management approach is needed. However, a unified solution for re-certification is not viable, so re-
certification should be considered on a case-by-case basis. 
A side discussion on restricting the CE Marking led to the conclusion that it would not be a good decision to 
leave the road of CE marking. 
2.4 Testing 
Differences between conformance and suitability for use have always to be taken into account. The question is 
if the preferred way is to have standardized test case or not. The need is to have harmonized test specifications 
in order for a given implementation to be adopted in all Countries. For implementers, standardized compliance 
tests are very important, but, while this is a common practice for, e.g., the DSRC interface, this is not the case 
for the back office interface, where testing is complex, in that it includes two sides, i.e., the Toll Charger side 
and the Service Provider side. Noting that in the conformity tests you test syntax and protocol, but cannot say 
anything about semantics, and that an implementation of the back office interface is closely related to business 
processes and procedures, testing that implementation vs. a standard is only viable by testing a profile that on 
the one hand restricts the set of interactions and options to those effectively used, and on the other hand 
includes aspects that are not in the base standard, e.g., semantics of the exchanged data, transactions, and 
security issues. A flexible ISO 12855 implementation allowing for different configurations in different 
environments could help for this purpose. A profile of ISO 12855, where syntax and semantics of a (limited) 
number of transactions are defined, could be easily tested for certification. 
At the moment, one Italian company has implemented and installed in pre-operation a product compliant with 
ISO 12855. The same company has produced a set of about 400 test cases shared with an Italian notified body, 
which are publicly available. In Germany, a test system has been developed to allow implementation to check 
interfaces based on ISO 12855 for conformance to the German system. 
2.5 Security 
Discussion in WP4 showed that a key issue in security is to identify which criteria can be used to identify 
different levels of security. Using well-known security classifications, a minimum set of security requirements 
could be identified; in this matter, the non-repudiation criterion is deemed as the most significant. The security 
framework standard ISO 16439 (ISO 19299 in the next version), which is the basis of the current work in WP4, 
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is a toolbox, and does not define a security policy. In the REETS WP4, a minimum set of security requirements 
is currently being identified, that would ultimately lead to the development of a security profile and of a 
security policy for REETS. It was mentioned that ISO 12855 developers that had taken into account the ISO 
16439 security framework have identified a number of possible issues when implementing both standards, and 
have also identified a minimum set of security requirements. However, it was agreed that a security policy 
could not be set up by a single player, rather agreed among all players. 
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